
Forensic Web Evidence Record
Generated: 2026-07-31 08:17:39 UTC

Capture record
Session ID: sess-1785485855379
Captured by (license): licence:GPA-DMZN-V6AF-JE7S-2Q
Capture started: 2026-07-31T08:17:35Z
Capture finished: 2026-07-31T08:17:38Z
Number of pages: 1
Optional artifacts: video, MHTML

Qualified timestamp (eIDAS)
✓ Document carries a qualified electronic timestamp

The timestamp is embedded in this document (document timestamp per ETSI EN 319 142, PAdES profile) and
covers the entire file including attachments. Its validity and issuer details are shown by your PDF reader in the
signature panel. Any change made to the document after timestamping is detectable.

Captured pages
Page 1

Address (URL): https://getproofanchor.com/assisted-capture
Captured at: 2026-07-31T08:17:32Z
DNS (IP addresses): 2a01:28:ca:112::1:3185, 46.234.101.84
Domain registrar: Gransy, s.r.o.
Domain registered: 2025-11-08T21:01:03Z
Screenshot digest (SHA-256):

34d050caa4062fc900b86d8c562f5ded3e56c62d6eb04ee29b1dac98a5dbd523
HTML digest (SHA-256):

9a4a1b8136d0d0c894dca2c63b1bb6b1085d0c6eb3ef3b22856c96d8df23b5c0
MHTML digest (SHA-256):

5d4f488fe1709664e90e637c5e99fae4e899e5af9f3abdfa031e050d8811acc4

Screenshot preview
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Session video
media/session.mp4

Video digest (SHA-256):
f516c5e9955471bf34c90679387d23f538ec53d9a7fc9fc3c500b057b8802cbd

Attachments embedded in this document
The following files are embedded directly in this document and are covered by its qualified electronic
timestamp. The SHA-256 digests allow you to verify that an extracted file is identical to the one that was sealed.

capture/capture_meta.json
1 881 B
67c00abc0491b03a2b1bb456b818deb944661ad1e6e3eb3b966d9104ad1e9297

capture/capture_meta.sha256
84 B
be45192f471941d7b6d6ebb58d22672d23d0360e99959bd208af5679354faa0e

media/session.mp4
5 722 702 B
f516c5e9955471bf34c90679387d23f538ec53d9a7fc9fc3c500b057b8802cbd

network/capture.har
109 B
07144eee9d8c83fb6a4b65f2208e9a9b06d391626400a981d039868d21a3b895

network/dns.json
141 B
fb6dd1538e28e6ee28357339a3a7a523b17994a5b7baf3dee33f1676ba9a299e

pages/01/page.html
120 955 B
9a4a1b8136d0d0c894dca2c63b1bb6b1085d0c6eb3ef3b22856c96d8df23b5c0

pages/01/page.mhtml
895 414 B
5d4f488fe1709664e90e637c5e99fae4e899e5af9f3abdfa031e050d8811acc4

pages/01/screenshot.png
269 405 B
34d050caa4062fc900b86d8c562f5ded3e56c62d6eb04ee29b1dac98a5dbd523

proof.json
835 B
fda22514672b30c038eceeeff9f2b5f643d4796c8fb867efb0952e409a39fc1c

manifest.json
1 603 B
5eab69f5a0738458841034f3b3bd8c30d6e9877a5309f323097c366a0d8d85e0

Number of attachments: 10
Total attachment size: 7 013 129 B
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Open the attachments in Adobe Acrobat Reader via the side panel (paperclip icon). Note: ordinary browsers
(Chrome, Edge) do not display PDF attachments — use Acrobat Reader or another full-featured PDF tool.

How to verify this evidence
This document IS the evidence. The qualified electronic timestamp is embedded in it and covers the
entire file including its attachments — no separate file or tool is required. Your PDF reader shows the
timestamp validity in the signature panel. To verify an individual artefact, extract it from the attachments
(paperclip icon) and compare its SHA-256 digest with the value listed above or in the enclosed
manifest.json.

Authenticity verification
The document is tamper-evident. Any change made after timestamping, including a change inside an
attachment, breaks the timestamp and is reported by the PDF reader. Verification requires no
involvement from the vendor.
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{"app_version":"gpa-forensic-browser-1.1.0","browser_engine":"Chromium (bundled with the application, fixed version)","capture_model":"operator-driven navigation; full-page capture per visited page","finished_at":"2026-07-31T08:17:38Z","format":"getproofanchor-capture-meta-1","host":{"arch":"x64","os_release":"10.0.26200","platform":"win32"},"options":{"include_mhtml":true,"include_video":true,"output_format":"pdf","png_palette_colors":256},"page_count":1,"pages":[{"dom_modifications":[],"index":1,"methods":{"dom":"JS document.documentElement.outerHTML","mhtml":"CDP Page.captureSnapshot (format=mhtml)","network":"CDP Network domain (HAR 1.2)","screenshot":"CDP Page.captureScreenshot (captureBeyondViewport=true, fromSurface=true)"},"page_metrics_after":{"document":{"scrollHeight":6383,"scrollWidth":1903}},"page_metrics_before":{"charset":"UTF-8","devicePixelRatio":1,"document":{"scrollHeight":6383,"scrollWidth":1903},"readyState":"complete","userAgent":"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) getproofanchor-forensic-browser/1.2.4 Chrome/124.0.6367.243 Electron/30.5.1 Safari/537.36","viewport":{"height":845,"width":1920}},"steps":[{"status":"ok","step":"page_metrics_before"},{"detail":{"lazyConverted":0,"scrollHeight":6383,"scrollRounds":13},"status":"ok","step":"lazy_load_scroll"},{"detail":{"fixed":0,"sticky":0},"status":"ok","step":"sticky_fixed_neutralisation"},{"status":"ok","step":"screenshot"}],"timings":{"finished_utc":"2026-07-31T08:17:32.498Z","started_utc":"2026-07-31T08:17:24.305Z"},"url":"https://getproofanchor.com/assisted-capture","zoom_factor":1}],"schema_version":1,"session_id":"sess-1785485855379","started_at":"2026-07-31T08:17:35Z","tool":{"chromium":"124.0.6367.243","electron":"30.5.1","name":"GetProofAnchor Forensic Browser","node":"20.16.0","v8":"12.4.254.20-electron.0","version":"1.2.4"}}


67c00abc0491b03a2b1bb456b818deb944661ad1e6e3eb3b966d9104ad1e9297  capture_meta.json


